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Coordinated cyber attacks are relational events: multiple hosts, accounts,
flows, or processes may participate in attack chains whose structure changes
over time. Flat feature classifiers can overlook these dependencies, while
graph neural networks often provide limited operational explanations. This
paper proposes CipherGraph-X, a temporal graph intrusion-detection
framework that combines normalized message passing, short-horizon
temporal state reuse, and subgraph-oriented explanation scoring. A controlled
dynamic-network benchmark was generated with benign communication,
coordinated malicious communities, evolving node features, and time-varying
attack connectivity. Three detection strategies were compared: feature-only
logistic classification, static graph convolution, and the proposed temporal
graph model. CipherGraph-X improved mean F1 over the feature-only
baseline and static GCN in the held-out snapshots. A perturbation-based
explanation test further showed higher fidelity for subgraph rationales than

gradient-only explanations in the controlled setting. The framework is
intended to connect detection accuracy with analyst-facing evidence by
returning both a threat probability and the influential local graph context.
Results are a reproducible proof-of-concept and require validation on
operational network datasets before deployment claims can be made.
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1. INTRODUCTION

Network intrusion detection increasingly operates in environments where attacks are distributed across devices
and stages. Graph representations are attractive because they encode entities and their interactions, and recent surveys
and models demonstrate strong interest in graph neural networks (GNNs) for intrusion detection [1], [3], [7]-[9], [12]-
[20]. Dynamic graph models are especially relevant when the significance of an edge depends on temporal context
rather than on a static topology.

At the same time, security analysts need explanations that support triage and incident response. Explainable
artificial intelligence (XAI) has been incorporated into IoT and industrial intrusion detection using SHAP, LIME,
causal feature selection, knowledge distillation, and transparent post-hoc analysis [2], [4]-[6], [10], [11], [14], [23]-
[25]. These approaches improve transparency, but many explanations remain feature-centric and do not explicitly
communicate which local interactions form a coordinated threat pattern.

A graph detector can also be difficult to operationalize if it generates a correct score without explaining the
relational evidence. Coordinated attacks may be characterized by dense communication among compromised nodes,
recurring multi-hop paths, and simultaneous feature deviations. A useful explanation should therefore identify a
compact subgraph and provide evidence that removing or perturbing this structure materially changes the prediction.

CipherGraph-X is proposed to bridge these requirements. The detector uses graph convolution to encode local
relationships, a temporal carry-over state to preserve short-term behavior across snapshots, and a post-hoc subgraph
rationale that ranks nodes and edges according to their contribution to the malicious-class logit. The framework is
deliberately lightweight so that its behavior can be studied without relying on a proprietary security platform.

The evaluation uses a deterministic synthetic dynamic-network benchmark in which a malicious community
gradually changes connectivity and feature statistics. This design allows the true coordinated group to be known and
supports a perturbation-based explanation fidelity test. The study asks whether temporal graph context improves F1
and whether graph-oriented explanations preserve more predictive evidence than feature-only gradient explanations.
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2. METHOD

2.1. Dynamic threat graph

At time t, network activity is represented as G_t=(V,E_t,X t), where nodes are entities, E_t contains observed
interactions, and X t is a node-feature matrix. The benchmark contains 150 nodes and eight numerical behavior
features. Twenty nodes participate in a coordinated malicious process, producing denser attack-community edges and
shifted traffic features. The malicious subgraph evolves across snapshots rather than remaining fixed.
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2.2. Temporal graph representation
A first graph layer produces local embeddings from F_tX t. A second propagation stage aggregates two-hop
evidence. CipherGraph-X concatenates the current graph representation with the previous snapshot embedding before
classification. This compact memory makes the classifier sensitive to recurring or moving relationships without

requiring a full recurrent GNN.
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2.3. Explanation mechanism

For an alert node, the framework computes a local attribution score using gradient-weighted node features and
message contribution. Candidate neighboring nodes and edges are ranked, and a compact rationale subgraph is
produced. Explanation fidelity is measured by deleting the top-ranked rationale components and observing the
reduction of the malicious-class probability. A stronger probability decrease indicates that the explanation captures
evidence actually used by the model.

2.4. Experimental protocol

Fourteen graph snapshots are generated. Nine are used for model fitting and five for held-out temporal evaluation.
A feature-only logistic regression is the non-graph baseline, a two-layer static GCN measures the value of graph
structure, and CipherGraph-X adds temporal state. Class-weighted cross-entropy is used because malicious nodes are
a minority. The explanation study repeats perturbation trials with fixed seeds and reports mean fidelity with 95%
confidence intervals.

3. RESULTS AND DISCUSSION

The feature-only baseline achieved a mean held-out F1 of 0.629. The static GCN achieved 0.707, while
CipherGraph-X achieved 0.772. The progression indicates that relational information is useful in the controlled
coordinated-attack setting and that retaining short-term graph context provides additional benefit.

Table 1 compares the held-out F1 values. The temporal model is not universally superior by construction; its
advantage emerges because attack connectivity evolves in a structured manner across consecutive snapshots. This is
consistent with the motivation of dynamic graph security models and recent GNN-based IDS research [1], [3], [7]—
[9], [12], [20].

Model Held-out F1
Feature-only logistic 0.629
Static GCN 0.707
CipherGraph-X 0.772

Table 1. Dynamic-network detection performance.
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Figure 1. Perturbation-based explanation fidelity in repeated controlled trials.

Figure | presents the explanation fidelity analysis. The graph rationale has the largest fidelity because it can
remove both influential entities and the interaction structure that carries coordinated evidence. Gradient-only methods
identify informative features but do not directly encode the effect of relational connectivity.

From an operational perspective, the desired output is not merely “malicious” but a compact reason such as a
recurring group of entities, a high-influence path, or a set of temporally correlated interactions. CipherGraph-X
therefore treats explanation as part of the detector interface rather than an optional visualization layer. The design is
compatible with richer heterogeneous graphs and can be extended to process, provenance, identity, or cyber-threat-
intelligence graphs.

3.1. Threats to validity and limitations

The generated graph benchmark is intentionally controlled and does not reproduce the full noise, protocol
diversity, encryption, host churn, or labeling uncertainty of operational networks. The temporal memory is shallow
and the explanation fidelity metric does not substitute for analyst studies. Several references use different datasets and
threat taxonomies, so their reported accuracy values are not directly comparable with the present synthetic benchmark.
A submission intended to claim practical readiness should add public datasets, cross-dataset transfer, calibration, false-
alarm analysis, adversarial perturbations, and a human-centered evaluation of explanation usefulness.

4. CONCLUSION

CipherGraph-X combines lightweight temporal graph representation learning with analyst-oriented subgraph
explanations for coordinated cyber-threat detection. In a controlled dynamic-network benchmark, the graph models
outperform a feature-only classifier, and temporal state further improves held-out F1. The explanation experiment
indicates that graph rationales preserve more prediction-relevant evidence than feature-only gradient explanations.
These results support a design principle in which temporal detection and relational explanation are developed jointly.
Future work should validate the framework on public provenance and network-flow datasets, support heterogeneous
edge types, quantify explanation stability, test adversarial robustness, and evaluate latency under streaming ingestion.
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